Code Entropy and Physics of Software

Olve Maudal
@olvemaudal

>

Ved a studere hvordan en kodebase endrer seg over tid kan man observere hvordan svake og
sterke krefter beveger koden i bestemte retninger. Det er serlig summen av de sma
endringene som er interessante. Vi har studert et par kjente open-source prosjekter for a
identifisere noen av de radende kreftene. | denne sesjonen vil vi farst introdusere konseptet
“code entropy” for sa a vurdere og diskutere tilstanden til sammenlignbare kodesnutter.

En 60 minutters sesjon pa JavaZone, September 7-8, 201 |

(This is based on work partly done in collaboration with Jon Jagger)
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Explanatory variables

Current solution:

Smidig 2008 talk)

boolean isLeapYear(int
return ((year % 4
((year % 4

year) ({
D) &8 (year % 40
0) &s& (year ¢ 10

Possible improvement:

}

boolean isLeapYear(int year) {
boolean fourth = year $%
boolean hundreth = year %
boolean fourHundreth = year
return fourth gg ('hundreth
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Functions

Current solution:

A function should ideally bublic void cay ) |
do just one thing, and do for (Employee e : employees) {
i C it well. Above Is an if (e.isPayday())
| Or example of a function Money pay = e.calculatePay ()7
that does many things. If e.deliverPay(pay);
9 a function does more }
he  GUM  than one thing, consider }
et |1f  splitting it. }

} Possible improvement:

public void pay ()

for (Employee € : employees)
Ne! payIlfNecessary (e);
}

private void payIfNecessary(Employee e) |
if (e.isPayday())
calculateAndDeliverPay(e);
}

private void calculateAndDeliverPay(Employee e) {
Money pay = e.calculatePay() 7
e.deliverPay (pay):;

}
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Which code snippet is better?

public void pay() {
for (Employee e : employees)
payIfNecessary(e);
¥

private void payIfNecessary(Employee e) {
if (e.isPayday())
calculateAndDeliverPay(e);
s

private void calculateAndDeliverPay(Employee e) {
Money pay = e.calculatePay();
e.deliverPay(pay);

I3

better?
public void pay() {
Cleaner’? for (Employee e : employees) {
, if (e.isPayday()) { 0
Money pay = e.calculatePay();
St)’le. ) e.deliverPay(pay);
stable code!? y

}
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s it possible to say, when comparing
two equivalent pieces of code, that
one snippet is more likely to change
into the other snippet, than vice versa!

For example:

o

| | | I7A> if (isValid(value)) {
if (!'isInvalid(value)) { —

1
¥ o
if (isValid(value)) { 0.04A) R if (!isInvalid(value)) {
} nE }

. if (!isInvalid(value)) { if (isValid(value)) {
IE, . is more unstable than }

s this a useful way of thinking about code!
If so, does it make sense to talk about code entropy?



Entropy!? Is there a link between software
development and thermodynamics!?
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ntim wessage.c |ntln message.n [ nl
[fetine NTLE ERROR_INVALID HEADERBLOCK -5
lstatic int checkiessageType (const wnsigned char® buf, unsigned char type) [#detine NTLI ERROR_INVALID HEADERSIZE -5
1 l#etine NTLI ERROR SUEBLOCE INFOTYPE -7
char msgtype[] = (0x00, 0x0D, 0x0O, OxOO}: l#cetine NTLH ERROR_SUBBLOCK SIZE -5
l#cerine NTLN ERROR_SUBELOCK_OVERRUN o
msgrype(0] = (char) type: lécerine NTLI ERROR_TARGETINFO_OVERRUN -10
return mememp (((necua ¢¥)buf) —>megtype, msgrype, 4] == O [fetine NTLH ERROR_TARGETINFO UNDERRUN -11
b [#cesine NTLI ERROR MESSAGE OVERRWN  -12
[#cezine NTLI ERROR MESSAGE_UNDERRUN  -13
lstatic void writeNagicindMessageType (unsigned chart buf, unsigned char type) [#cezine NTLI ERROR_BUFFER T0O SHALL  -14
1 [#detine NTLI ERROR_INVALID_SIGNATURE  -15
const char* magic = "NTLHSSPAO";
char msgtype[] = {0x00, 0x0D, 0x0O, OxOO}: e
* Returns @ string describing the given error
msgrype(0] = (char) type: "
menepy (( (noguap_c¥)buf] —>magic, magic, 8):
menepy (( (nsguap_c¥)but) ->nsgrype, wmsgType, 4); Jextern char® NTLN strerror(int error):

e
Btacic! inc excracciieadsr3lockpata (unsigned chax* argacbuc) iza s mexien,) const|uasigned|hes «aJ * sop riag
inputbuf, *
size v butlen, hdrblk t* harbik) ¢
unsigned short len = NTLH unpershall uintis (hdrblk—>len);
unsigned long offsec = NTLN ummershall uintd2 (hirblk->offsec) ;
NTLA unazanall, wine1s (hch Lk->naxlen) ever happen?

soid NTLM_SSPFlags_dunp (unsigned long sspflags, FILEF £p);

I
i( len > maxlen || offset + len > buflen ) { * Type 1 methods

return -1; "
)
mencpy (targethuf, inputbuf + offset, len): int  NTLE_Typei marshall(comst NTLN Typel® msy, unsigned char® outputbuf, int maxlen):
return 1

int NTLE Type1 unmarshall (NTLN Typei® msg, const unsigned char® inpuchuf, int lem):

vo1d NTLW Typei_dump (const NTLN_Typel® msg, FILE* £p);

" decode a NTLM type 2 message (the challenge) * Type 2 methods
"

inc NTLW Type2_unmarshall(NTLE Type2* msg, comst unsigned char® imputbuf, int buflen)
l

int  NTLE Typez warshall(comst NTLE Type2® meg, unsigned char® outputbuf, int maxlen):
ypezmap_tf typezmap; int  NTLI Typez_unmarshall (NTLX Typez® msg, const unsigned char* inputbuf, int lem);
helrh Lkt hdrblic 0id NTLK_ Type?_dunp (const NTLE Typez* msg, FILE® £p);

heb1k_ct ©1_hde e
unsigned short ti_len; * Type 3 methods
unsigned long ti_affset: .

inc aire;

Sunblk_t subbll: int  NTLE Type3_marshall(comst NTLN Typed® msg, unsigmed char® outputbuf, int maxlen):

it lens inc  NTLH Types_unwarshall (NTLX Typess cypes, const unsigned char® imputhuf, inc len):
034 NTLI Types ump (const NTLE Typed® wag, FILE® £9):
o
* validate inpuc arguments =
* * Hessage methods
A
i ( mag == NULL || impuchut == NULL ) (
B return NTLE ERROR_INVALID_ARGUNENT: vaid NTLH Hessage_dump (const unsigned char® byces, int lem, FILET fp):
)y L
if( Duflen < NTLN CHALLENGE HSGEUF WINSIZE || buflen > NTLH CHALLENGE NSGEUF MAYSIZE | ( =l
Xomecs: ntln message.c (c_Font a1 - : ntin message.n  (C Font

*%* [.oipstack. vind2-zombie-move/tasn_utl.c] Error 127 =
Leaving directory '/cygdrive/c/tt/system/ ppcmains/openssl-0.9.8b"

7+ [defeult] Error 2

Leaving directory '/cygdrive/c/tt/systen/ppemains/openssl-0.9.8b"

hake: **% [../../../ppcmains/openssl-0.9.8b/ .=ipstack. viniZ-zonbie-msve/openssl.a] Error 2

ake: Leaving directory ° » p

#\tt\systen) ppomains) openssl-0.9.8b>
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The story of

RAS getCallByCallId()

(2004-)



CALL *RAS getCallByCallId(PROC _DATA *pProc, CALLID iCallld) {
int 1;

for (i=0; i<H323CC_HIGHEST IND; i++) {
if(fsm pIData->calls[i].bInUse && fsm pIData->calls[i].iCallld == iCallld)
return &fsm _pIData->calls[i];

}
return NULL;

2004-JAN




CALL *RAS getCallByCallId(PROC _DATA *pProc, CALLID iCallld) {
int 1;

for (i=0; 1i<RAS_MAX_ CALLS; 1i++) {
if(fsm pIData->calls[i].bInUse && fsm pIData->calls[i].iCallld == iCallld)
return &fsm _pIData->calls[i];

}
return NULL;

_—"  2004-APR




CALL *RAS getCallByCallId(PROC_DATA *pProc, CALLID iCallld)

{
int 1;
for (i=0; 1i<RAS_MAX CALLS; i++) {
if(fsm pIData->calls[i].bInUse && fsm pIData->calls[i].iCallld == iCallld)
return &fsm pIData->calls[i];
}
return NULL;
}

@
_— 2006-FEB




CALL *RAS getCallByCallId(PROC_DATA *pProc, CALLID iCallld)

{
int 1;
for (i=0; i < fsm_pIData->rasInit.iMaxCalls; i++) {
if(fsm pIData->calls[i].bInUse && fsm pIData->calls[i].iCallld == iCallld)
return &fsm pIData->calls[i];
}
return NULL;
}

__— 2006-MAR




CALL *RAS getCallByCallId(PROC_DATA *pProc, CALLID callid)

{
int 1;
for (i = 0; i < fsm_pIData->rasInit.iMaxCalls; i++) {
if (fsm _pIData->calls[i].inUse && fsm plIData->calls[i].callid == callid) {
return &fsm pIData->calls[i];
}
}
return NULL;
}

e_—
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CALL *RAS getCallByCallId(PROC_DATA *pProc, CALLID callid)

{
int 1;
for (i = 0; i < fsm_plIData->rasInit.maxCalls; i++) {
if (fsm _pIData->calls[i].inUse && fsm plIData->calls[i].callid == callid) {
return &fsm pIData->calls[i];
}
}
return NULL;
}

S'T J/,/—-’—__/
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CALL * RAS getCallByCallId(struct RAS_ PRIV * priv,
CALLID callid)

{
int i;
for (i = 0; 1 < priv->rasInit.maxCalls; i++) {
if (priv->calls[i].inUse && priv->calls[i].callid == callid) {
return &priv->calls[i];
}
}
return NULL;
}

2009-FEB




struct CALL * RAS getCallByCallld(struct RAS_PRIV * priv,
CALLID callid)

{
int i;
for (i = 0; 1 < priv->rasInit.maxCalls; i++) {
if (priv->calls[i].inUse && priv->calls[i].callid == callid) {
return &priv->calls[i];
}
}
return NULL;
}

,

2009-NOV
yal




Some observations from this particular codebase:

more focus on readability

work to reduce compilation time

dependency analysis / control / management

less use of inline functions

dependency injection

more use of const, size t and assert

more use of forward declarations

typedef struct deprecated

moving away from corporate libraries

using new language featuers, eg C99

focus on standard C

prefer C over C++, only use C++ where necessary
proper casting,eg, len < (int)sizeof xvs (size t)len < sizeof x
macros gradually replaced, less use of preprocessor
peer reviews / pair programming / patches mailing list
collective ownership

towards idioms

change functions to return void when callers not care about the return value
xx_assert() replaced with assert()

reducing scope of variables

abbreviations replaced with more descriptive names
explanation variables

initialization of variables

for (int i=0;i<42;i++) vs for (int i=0; i!=42; ++i)
reduce use of fix ints (uint32_t -> int)

order of include files

early returns, less nesting

intention revealing typenames (eg, WORD -> bool)
less use of NULL

log messages tend to be removed

dehungarization

decamelization

aligned braces for functions, disaligned for if/for/while
{} removed from single line blocks

removing parenthesis

long lines are broken into 80 character lines

tabs are replaced with spaces

char * s seems to be more stable than K&R and BS style
In C, post-increment seems to be more stable than pre-increment (i++ vs ++i)
focus on “robust” layout

increased horizontal and vertical spacing

indentation 4 spaces

space around operators

block comments are removed

removing comments by improving code
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Some observations from this particular codebase:

* Readability

* Dependency management

* Using new language features

* Collective ownership

* [diom based programming

* Reducing scope of variables

* Tabs always looses for spaces

* Removing comments and
improve code



Entropy
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nein message.€ | ncim message.n| | | nl
[faetine NTLH ERROR TNVALID HEADERELGCK -5
lscacic inc checkliessageType (const unsigned chart bu, unsigned char type) [¢aezine NTUN ERROR TNVALID HEADERSIZE -6
i [#aezine NTLN ERROR SUBSLOCK INFOTYPE -7
char megtypel) = (00D, Ox00, 0x00, Ox00D); [faez 1ne NTLN ERROR_SUBBLOCK S1ZE e
[#aezne NTLN ERROR_SUBELOCK
negtype(0] = (char) type: [faez ine NTLN ERROR_TARGETINFO_OVERRIN -10
return wemcup ({ (nsguap_t*)buf) >wsgtype, msgrype, 4) l#define NTLM ERROR_TARGETINFO_UNDERRUN -11
i [#a=zne NTLN ERROR MESSAGE Y
[faezine NTLN ERROR MESSACE MMDERRWN  -13
lotacic void vriceNagicindtessageType (unsigned char® but, uisigned char cype) [#aezine NTLN ERROR BUFFER ToO SMALL  -14
c [faez ine NTLN ERROR_TNVALID SIGNATURE  -1s
const char magic = "NTLESSP\G":
Char megtypel) = (X0, Ox00, 0x00, OX00); e

* Returns a string describing the given error
msgeype[0] = (char) type: +
memepy ({ (nscmap_t*) buf) ->magic, magic,

e
menepy ({ (rscmap_t¥)buf) —>msgtype, msgtype, 4); Jex\:ern char® NTLM strerror(int error);

be
lscacic int extraccheaderBlockbata(uisigned char® targecbuf, size ¢ maxien, const unsigned charsd— | * sP Flags
snpuchug, */

“izet buflen, horbli ot harhlk) (

\maigued Short len = NTLN unmarshall_wint16 (hdchlk->len) ;

0id NTLH_SSPFlags_dump (unsigned long sspflags, FILE® £p);
unsigned long offset = NTLE umwarshall uinc3z (hdrblk->offset):

7+ does len = NTLH ummarshall wincis (Rarblk->mexlen) ever happen? =/ .
if{ len > maxlen || offset + len > buflen ) { * Type 1 methods
recurn - “

)
memepy (targecbut, inputbuf + offset, len): int NTLE Typel marshall(const NTLN Typel® msg, unsigned char® outputbuf, int mexlen):

recurn le int NTLE Typei umnarshall (NTLM Typei® msg, const unsigned char® inpucbuf, int lem)s
h v01d NTLN Typel_dump (const NTLN_ Typel® msg, FILE® £p);

N e

* decode a NTLM type 2 message (the challenge) * Type 2 methods

. -

int NTLE Typez_unmarshall (NTLE_Type2® msg, const unsigned char® imputbuf, int buflen)
q lint NTLE Typez mershall(const NTLE Type2® msg, unsigned char® outputbuf, int maxlen)
int NTLK Type2 ummarshall (NTLY Type2® msg, const unsigned char® inpucbuf, int lem)s
void NTLN Typez_dup(const NTLI Type2® msg, FILEY £p);

* Type 3 methods
=

int NTLE Types_mershall(const NTLE Type3® msg, unsigned char® oucputbuf, int maxlen)
[int  NTLM Type3_umuarshall (NTLM_Type3® type3, const unsigned char® inputbuf, inc len);

014 NTL Types dunp (const. NTLI Typess mog, FILEY £) 5

=

* validate inpuc argumencs Ve

= * Hessage mechods
=

if( msg L || inputbut ¢

oL

J ©-ucn NTLE_ERROR. INVALID_ARGUNENT: 216 NTLE Kesasge_dump (const wnsined chart byces, int len, FILEY fp);

)y

Lf( buflen < NTLH CHALLENGE NSGBUF MINSIZE || buflen > NTL CHALLENGE HSGBUF NAXSIZE 1 (
acs: ntln message.c (.

+77 [ 3pstack. vind2-zomhie-meve/ tasn_wel.o) Brror 127

: Leaving directory */cygdr ive/c/ct/ system/ ppcmains/openss1-0.9.8b"

**% [default] Error 2

Leaving directory ‘/cygdrive/c/tt/system/ppcmains/openssl-0.9.80"
= 9.6/ 5

ntlm wessage.h (C Font abbrev)

.a] Error 2
hke: Leaving directory ' g

lc:\ et\ system) ppemains) openss1-0.9.8b>

3
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Entropy

high entropy low entropy

Entropy is a measure of how organized or disorganized a system is
(wikipedia)
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Code Entropy

Consider two semantically similar code snippets,A and B.
If a group of experts are more likely to change A into B, than

vice versa, then code snippet A is less stable.
Hence, A has higher entropy than B.

if (!1s_open(socket)) if (is_open(socket))
return false; return true;
else else
return true; < , return false;
} }

A B
> P
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Dilbert’s demon
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hill climbing algorithms
simulated annealing
particle swarm

...and many more
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while vs for loop

Enumeration e = pathComponents.elements();
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while vs for loop

Enumeration e = pathComponents.elements();

while (e.hasMoreElements() && stream == null) {
File pathComponent = (File)e.nextElement();
stream = getResourceStream(pathComponent, name);

}

return stream,;

InputStream stream = null;

for (Enumeration e = pathComponents.elements(); e.hasMoreElements() && stream == null; ) {
File pathComponent = (File)e.nextElement();

stream = getResourceStream(pathComponent, name);
¥

return stream,;

fashion or trend?
.

AntClassLoader.java



order of specifiers

private static final int BUFFER_SIZE = 8192;
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order of specifiers —J\

private static final int BUFFER_SIZE = 8192;

static private final int BUFFER_SIZE = 8192;

conform to some standard?

e,

AntClassLoader.java
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explicit imports

import
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java.

io.File;
io.IOException;
io.EOFException;
i0.InputStream;

util.
util.
util.
util.
util.
util.
util.
util.
util.
util.
util.

Collections;
Enumeration;
Hashtable;
Properties;
Stack;
Vector;

Set;
HashSet;
HashMap;
Map;
WeakHashMap;

why!? tool support!?

Project.java




braces

try {
) e

catch(RuntimeException exc) {
error = exc;
throw exc;
}
catch(Error err) {
error = err;
throw err;

I3
finally {

}
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) e

catch(RuntimeException exc) {
error = exc;
throw exc;

}

catch(Error err) {
error = err;

throw err;
}
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braces

try {
) ..

catch(RuntimeException exc) {
error = exc;
throw exc;

}

catch(Error err) {
error = err;

throw err;
}
finally {
}

personal preferences!?

Project.java



for loop

public void run(TestResult result) {
for (Test each : fTests) {
if (result.shouldStop() )
break;
runTest(each, result);

}

public void runTest(Test test, TestResult result) {
}

test.run(result);
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public void runTest(Test test, TestResult result) {
}
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JU.i

TestSuite.java
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public void run(TestResult result) {
for (Test each : fTests) {
if (result.shouldStop() )
break;
runTest(each, result);

}

public void runTest(Test test, TestResult result) {
}
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for loop

public void run(TestResult result) {
for (Test each : fTests) {
if (result.shouldStop() )
break;
runTest(each, result);

}

public void runTest(Test test, TestResult result) {
test.run(result);
}

public void run(TestResult result) {
for (Enumeration e= fTests.elements(); e.hasMoreElements(); ) {
if (result.shouldStop() )
break;
Test test= (Test)e.nextElement();
test.run(result);

language features? JUi

TestSuite.java
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Refactoring

boolean isTimedout = timeout > 0 && delta > timeout:

e

NioEndpoint.java



Refactoring N

boolean i1sTimedout = false:
if (timeout > 0) {

isTimedout = delta > timeout;
¥

boolean isTimedout = timeout > 0 && delta > timeout:

cleaner code!?
&

NioEndpoint.java



dummy variables

try {
int x = in.read(b);

} catch(SSLException sslex) {
log.info("SSL Error getting client Certs",sslex);
throw sslex;

} catch (IOException e) {

// ignore - presumably the timeout

}
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dummy variables

try {
in.read(b);
} catch(SSLException sslex) {

log.info("SSL Error getting client Certs",sslex);
throw sslex;

} catch (IOException e) {
// 1gnore — presumably the timeout
s

try {
int x = in.read(b);
} catch(SSLException sslex) {
log.info("SSL Error getting client Certs",sslex);
throw sslex;
} catch (IOException e) {
// 1ignore — presumably the timeout
5

to avoid warnings!

-

&

JSSESupport.java




serialVersionUID

public class AssertionFailedError extends Error {

public AssertionFailedError () {

I3

public AssertionFailedError (String message) {
super (message);

I3
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serialVersionUID

public class AssertionFailedError extends AssertionError {
private static final long serialVersionUID= 1L;

public AssertionFailedError() {

}

public AssertionFailedError(String message) {
super(message) ;
5

public class AssertionFailedError extends Error {

public AssertionFailedError () {

+

public AssertionFailedError (String message) {
super (message);

I3

tool support? eclipse!? JU.i

AssertionFailedError.java



other stuff that might influence a Java codebase:

* better understanding of exception handling
* old optimization patterns

* double checked locking

* how to synchronize code

* string building

* best practice has become worst practice

* new java libraries (eg collection and concurrency)
®* nio

* fashion and trends (ejb, loC, remoting)

* setup and initialization / configuration

e ...and much more



About Software Development



Few software projects are like running on a paved road
where you can see the ...
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... goal in the end of the road.

Most projects are more like...



ing

extreme orienteer



in impossible terrain
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with a group of people



in the dark



with only a sketchy map as guidance




You rush software developers, you get rotten miracles...



You rush software developers, you get rotten miracles...

t

Don't rush me, sonny. Yourush a miracle man,
you get rotten miracles







There are only two kinds of codebases: the ones
people complain about and the ones nobody cares

about anymore...
(inspired by a similar quote by Bjarne Stroustrup)



